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Biography - Lawrence Marzouk

Trainer and author of the handbook

Investigating Organised Crime 
and Money-Laundering 

in Albania

Lawrence Marzouk is a journalist, editor and trainer with 
almost 20 years’ experience in investigative reporting. 

His most recent role was as a regional editor for the Organized Crime and Corruption Reporting 
Project (OCCRP) covering the Balkans. He has led major international investigations involving 
reporters across the world, including the Fraud Factory series, which looked at the boom in 
bogus cryptocurrency investment schemes and won joint first prize as the best cross-border 
investigation in Europe in 2021. 

Before that, he worked as investigative editor for Balkan Investigative Reporting Network 
(BIRN), leading cross-border teams of journalists, submitting huge volumes of Freedom of 
Information requests and scraping and using old-fashioned reporting tricks to delve into 
high-level corruption. His work exposing a vast pipeline of arms from Eastern Europe to Syria 
received special recognition – certificate of excellence – at the Global Investigative Journalism 
Conference 2017.

He started his career in 2003 with regional newspapers in London and Brighton. He helped his 
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first paper win national awards with his editing of the coverage of July 2005 London bombings 
and picked up nominations and prizes for his investigations at The Argus, Brighton. 

In 2009, he moved to Kosovo to work for BIRN, where he edited its English-language newspaper 
Prishtina Insight and launched a new investigative journalism portal, Gazeta Jeta ne Kosove. 

In 2010 and 2011, he won best anti-corruption investigation of the year at awards organised by 
the UN Development Programme in Kosovo. 

Lawrence is the author of “Follow the Paper Trail”, a guide to document-based investigative 
journalism in Kosovo and “Exposing the Truth”, a BIRN Albania manual for investigative 
journalists. 

He also co-authored BIRN Albania’s guide to data journalism, “Getting Started in Data 
Journalism”, for Albanian journalists. 

https://birn.eu.com/wp-content/uploads/2017/05/Manual-On-Investigative-Journalism-in-Kosovo-English.pdf
https://birn.eu.com/outputs/exposing-the-truth-a-guide-to-investigative-reporting-in-albania/
https://birn.eu.com/outputs/birn-albania-publishes-data-journalism-manual-2/
https://birn.eu.com/outputs/birn-albania-publishes-data-journalism-manual-2/
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Introduction

Albanian crime groups have been long been associated with human trafficking and prostitution.

But in recent years, ethnic-Albanian criminal gangs have become increasingly important players in 
the world of transnational drugs smuggling. Albania has also become Europe’s largest producer of 
cannabis.

These are not the only growth areas for crime groups in Albania. Call-centre fraud, while not a 
traditional “drugs and thugs” area of organised crime activity, is another lucrative line that has sprung 
up in recent years. 

At the same time, there are fears that the construction boom in Tirana and along the coast has been 
supercharged by dirty money from home and abroad.

The number of high-profile cases against prominent politicians for corruption and involvement in 
organised crime also highlights how the gangs have allies and members even in the corridors of 
power.

Against that worrying backdrop, reporters have an important role to play in exposing organised crime 
and money laundering, explaining how these groups operate and holding the authorities to account in 
their attempts to tackle the problem. 

This isn’t easy given the practical and security challenges in taking on entrenched mafia groups. This 
handbook seeks to help journalists and editors in their work by providing the skills that will help them 
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identify story leads and then research and write investigative reports safely on organised crime and 
money laundering. 

These methods are not purely theoretical but have been tested by some of the world’s best investigative 
reporters working in Albania and similar environments.

Journalists may not have access to the kind of intrusive methods deployed by law-enforcement – 
wire-tapping, surveillance, interviews under caution – but reporters can work quickly across borders 
and can follow leads that have been blocked by browbeaten officials. 

Good luck and feel free to get in touch with questions, updates or tips at my Twitter feed @
lawrencemarzouk
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Chapter 1: Introducing Organised Crime and 
Money-laundering

Newsrooms will often have specialists in health, education, foreign affairs, government, sport, economy 
and, of course, crime, but rarely organised crime.

The problem with this approach is that organised crime cuts across, and affects, many, if not all, of 
these spheres. 

At their lowest level, organised crime groups may feature drug dealers or thugs racketeering – arguably 
the territory of your crime reporter. At their pinnacle, their members may be politicians, or their financiers, 
the owners of banks and football clubs. 

In some countries, the government and traditional organised crime interests – smuggling, human 
trafficking, racketeering – are so intermeshed that it is difficult to tell them apart. These are often called 
“mafia states”.

Other governments arguably operate like an organised crime group, in that they exist to pillage the 
wealth of the country for the benefit of a select few. These are called kleptocracies. 

Organised crime groups operate with ease across borders, unlike law enforcement, meaning that it is 
rarely enough to confine your research to one country or one language. 

All of these factors mean that the traditional skills and contacts of a reporter covering one of the 
classic beats are rarely enough to properly investigate organised crime.
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So is it the job of a sports, crime or the political reporter to unpick the inner workings of organised 
crime?

The answer is that it could be any of these, but whoever it is, the reporter needs a broader knowledge 
which cuts across different subjects; an understanding of what organised crime is and isn’t; and the 
ability to pursue stories across borders.

I hope this book will help you become that specialist reporter.

In this chapter, we will look at what we mean by organised crime and what journalists should aim for 
when taking on an investigation in this field.

What do we mean by Organised Crime and Albanian Organised Crime?

The United Nations Office on Drugs and Crime (UNODC) defines organised crime as follows:

“Organized crime is a continuing criminal enterprise that rationally works to profit from illicit activities 
that are often in great public demand. Its continuing existence is maintained through corruption of public 
officials and the use of intimidation, threats or force to protect its operations.”

Organised crime is, therefore, not individual acts of criminality – a burglary or a street mugging, for 
example. Neither is it a series of burglaries carried out by an individual over an extended period. 

For a crime to be considered “organised”, it needs to be planned, coordinated within a group and 
repeated. 

As UNODC pointed out, in order to sustain a criminal enterprise, some form of corruption or intimidation 
is required to ensure that this activity is not disrupted.  

As with any definition, this has its limitations. In particular, vast swathes of the criminal world exist 
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within its ambit, ranging from relatively small-scale but well organised crooks to huge sprawling groups 
that are capable of subsuming governments.

The latter are mostly “transnational” and are labelled “transnational organised crime groups” because 
they operate across several countries.

These are the groups that you hear most about, such as the Italian mafia, the American-Italian Cosa 
Nostra, the Russian mob, and the Japanese Yaukuza.
 
The Balkans is home to a number of powerful organised crime groups.

Albanian organised crime

In recent years, much media attention has been focused on the Albanian mafia, sometimes referred to 
as the ethnic-Albanian mafia to emphasise that its members hail not only from Albania proper but also 
from neighbouring countries with large Albanian communities - mainly Kosovo, Serbia, Montenegro 
and North Macedonia.

One of the main focuses of attention has been the UK and its National Crime Agency’s assessment. 
This shows how Albanian organised criminals now dominate the cocaine market in the UK and have 
hatched deals directly with producers in Latin America. 

While mafia groups from Albania have undoubtedly grown in importance, Jana Arsovska, an academic 
who has followed their evolution over 15 years, told the Economist magazine that the idea of a unified 
“Albanian mafia” is a myth. 

“We see many organisations that work independently of each other. They speak Albanian, but that does 
not mean they are connected to organisations back in Albania, and they are never exclusively ethnically 
Albanian,” she is quoted as saying. 
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Her book, Decoding Albanian Organized Crime, debunks many myths, including the well-worn line 
that these groups use and derive strength from the ancient Albanian “Kanun”, a centuries-old code of 
conduct. 

She usefully points out that Albanian groups do not have the hierarchical structures of major crime 
groups, such as the Sicilian mafia, and are rarely exclusively Albanian, a useful point when reporters are 
considering how to unpick the structure of an organisation.

The activities of the groups are often project-based; they cooperate with offenders of other nationalities 
and can be dismantled if key members are imprisoned, she writes. 

According to a 2019 EUROPOL report, Albanian organised criminals are involved in a host of activities.

They are the largest producers of herbal cannabis trafficked to the EU, and, after years of running part 
of the Balkan heroin route from Turkey to Western Europe, are now taking a more prominent role in that 
trade. 

The same report also notes that Albanian groups cooperate with Croatian, Serbian and Montenegrin 
crime gangs that have long been major players in the international shipment of cocaine to Europe.

Albanian groups’ influence is growing in this field, and they cooperate well with their Balkan neighbours. 
“Albanian-speaking OCGs continue to aggressively expand their involvement in the cocaine trade, 
becoming central players in distribution and retail sales in some large markets, such as the United 
Kingdom,” the report says.

“In addition, they have extended their activities to comparatively smaller consumer markets in Belgium, 
Germany and the Netherlands.”

Tony Saggers, former head of drugs threat and intelligence at the National Crime Agency in the UK, 
wrote also in 2019 that Albanian organised criminals have muscled into new markets using a mixture of 
charisma and the threat of ruthless violence. Their ability to speak multiple languages, including Italian, 
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Green and English, has helped them. 

What types of activities are organised crime groups involved in?

 Broadly, organised crime groups are involved in the following activities:

• Counterfeiting
• Various types of fraud
• Obstruction of Justice
• Murder for hire
• Drug trafficking
• Prostitution
• Trafficking in counterfeit goods
• Arms trafficking
• Cyber crimes, including fraud
• Human smuggling
• Bribery

 

Money laundering is a key component of organised crime groups but is also in a class of its 
own. as it requires “predicate” crime – such as drug smuggling – to generate the dirty funds. 

As mentioned earlier, a strong argument is made that kleptocracies, governments geared 
towards stealing from their own people, can also be considered organised crime groups, but 
this is beyond the scope of this handbook. 
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We will instead focus on the more traditional “drugs-and-thugs” end of organised crime, which 
remains prevalent in Albania and in Albanian organised crime groups.

Legal Framework against Organised Crime in Albania

Journalists and editors investigating organised crime should have a solid background in the 
legal framework that sanctions criminal activity at this level, but also in the institutions and law 
enforcement agencies and tools tasked with combating the phenomenon. The most important 
provisions in such regards are summarized below.

Criminal Code of the Republic of Albania

The first body of norms regulating organised crime and money laundering is the Criminal 
Code of the Republic of Albania, starting from Article 28. This article defines various types of 
criminal organisations and creates the necessary preconditions for the criminalization of the 
participation in a criminal organisation per se.

The second relevant article is article 284/a of the same code, criminalizing leading and financing 
criminal organisations that traffic or cultivate narcotics, also setting harsh punishments for 
public officials that assist these organisations in any way. Similar provisions are contained in 
article 284/c.
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Article 287 is the base for criminal responsibility in money laundering cases. The article is 
very detailed and describes all types of money laundering from so-called self-laundering to 
the money laundering activities carried on by professionals like lawyers or bankers, which 
are punished more harshly. The article also eliminates the link between the original criminal 
offence, often called the predicate crime, and the subsequent crime of money laundering, 
which can be prosecuted even if the original crime is no longer punishable due to formal or 
procedural limitations.

Article 333 is the core article in the fight against organised crime. This article contains provisions 
against not only for the lead figures of a criminal organisation that are punished by up to 15 
years imprisonment for establishing or directing a criminal organisation, but also for any of 
the members of the organisation who can be punished by up to eight years in prison merely 
for participation in such organisations. The length of punishment increases if the organisation 
uses firearms in committing criminal offences.

Article 333/a criminalizes the creation of a structured criminal organisation (group) with a 
rigid hierarchy and roles. Unlike a traditional criminal organisation where the associates can be 
involved in several roles, depending on the type of criminal endeavour carried on by the criminal 
organisation, in the structured group, as mentioned, roles are strictly established, representing 
the most elementary form of organised crime.

Article 334 is the last article that deals with offences committed by the criminal organisations, 
establishing that for any offence committed by the members of the criminal organization, the 
perpetuators are punishable with an increased prison sentence with an increased prison term 
of up to five years.

Apart from the provisions of the Criminal Code, the fight against organised crime and its illicit 
proceeds is also regulated by specific laws.
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Law “On the Prevention and fight against organised crime, trafficking, corruption 
and other crimes, through measures against patrimony”

Following the guidelines contained in the United Nations Convention against 
Transnational Organized Crime, the so-called Palermo Convention, in 2004, the 
Republic of Albania adopted the Law No. 9284 “On the prevention and fight against 
organised crime”. This law was substituted in 2009 with the Law No.10192 on 
“Prevention and fight against organised crime, trafficking, corruption and other 
crimes, through preventive measures against patrimony”, which was further 
amended in 2014, 2017 and 2020. Such legislation had, and has, the aim to go after 
the wealth of the individuals who are presumed to be part of a criminal organisation.

Just as in other countries like, US, UK, Italy etc, such measures are triggered when 
individuals presumed to be part of the criminal underworld live beyond their legal 
means. The target group of this law is not only such individuals but also their family 
members. 

The procedure is carried out by the prosecutor who has the right to freeze the assets 
of the individuals mentioned above. The decision either to permanently confiscate 
or freeze assets is taken by a judge after hearing both parties in a legal process that 
is independet of the normal criminal, or civil procedure code.

In such a process the burden of proof is reversed in the sense that it is the person 
suspected of being part of a criminal organisation who has the burden to prove 
that the assets are legitimately acquired. If the judge decides that the private party 
has not proved that the assets are legally acquired he confiscates the assets and 
transfers them to a public agency that has the duty to manage these assets.
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Law “On the Prevention of Money Laundering and Terrorism Financing”

Law No 9917/2008, “On the Prevention of Money Laundering and Terrorism 
Financing”, is a very complex and detailed piece of legislation that sets up all 
the infrastructure in the fight against money laundering and terrorism financing. 
At the centre of the infrastructure is the Directorate for the Prevention of Money 
Laundering, which has the role of Financial Intelligence Unit (FIU). The law lays down 
the obligations for a great number of public and private institutions and individuals 
that deal with financial transactions. Such entities include banks, exchange offices, 
public notaries, real estate companies and PCAs, etc. The subjects listed in the law 
are obliged to report any unusual or suspicious transactions to the FIU.

At the core of the financial system, banks have stringent obligations to vet their 
customers through a standardized system called Know Your Customer (KYC), and 
to perform Customer Due Diligence procedures to prevent involvement in money 
laundering schemes.

The banks have to perform enhanced due diligence when dealing with prominent 
political figures and high-profile public servants, technically called Politically 
Exposed Persons, or PEPs. The point of this peculiar treatment reserved for high-
profile public employees is to prevent funds that are the result of acts of corruption 
being laundered through the financial system

The implementation of this law is strictly monitored by MONEYVAL, FATF and 
GRECO. These are international public organisations specializing in the fight against 
money laundering, terrorism financing and corruption.
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The law on Prevention of Money Laundering and Terrorism Financing establishes 
concrete obligations for public and private bodies to report suspicious transactions. 
However, the most important tool that authorities have in the fight against the illicit 
proceeds of organised crime is often wiretaps, which are regulated by legislation.

 Law “On interception of communications”

Law No 9157, “On the Interception of Communications”, approved in 2003, regulates 
the most important tool in the fight against organised crime, that is, the preventive 
interception of communications between members of the organised crime group. 
This type of interception it is not admissible in court but gives an enormous 
advantage to law enforcement institutions which can use the information obtained 
to receive legal mandates to search premises, or intercept shipments in order to 
document the illegal activities. Permission to intercept communications is given 
by a specific court and the process is implemented and supervised by the General 
Prosecutor’s Office or the Special Anti-Corruption Structure. In 2021 alone, the 
Special Anti-Corruption Structure ordered the interception of communications 
of more than 1,500 individuals. This reportedly led to the arrest of 178 suspects 
involved in various criminal proceedings.  
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Chapter 2: What can journalists 
realistically achieve?

Journalists will hear a great deal of talk about the activities of organised criminals from various 
sources, including law enforcement, businessmen and politicians.

Often these gripping yarns are breathlessly relayed to editors, who will raise a knowing eyebrow 
and urge calm. I have been that sceptical editor on many occasions. 

The problem is that while tittle-tattle can provide great leads for investigations, you then have 
to go and out prove these tales told in hushed tones over coffee.

That can be almost impossible with the limited tools available to reporters.

That is why each story idea needs to be fully tested before you embark on an investigation, to 
work out what information is needed to prove it, and how it will be obtained.

Tools to investigate organised crime 

It will come as no surprise to learn that law enforcement has more tools at its disposal to 
investigate organised crime than journalists.

According to the UN Office on Drugs and Crime, the following tools are used by law enforcement 
to investigate organised crime:
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Controlled delivery – the monitoring of a delivery of drugs

Physical and electronic surveillance, such as wiretapping

Undercover operations

Financial analysis of accounts

The use of informants

These options are either unavailable or severely curtailed for journalists.

Reporters cannot carry out “controlled delivery”, while physical or electronic surveillance is 
largely unavailable.

Reporters sometimes carry out subterfuge or undercover operations, but these come with 
major legal and security issues, particularly when organised crime is involved and should be 
treated with extreme caution. 

Journalists can, however, investigate social media postings and observe public activities of 
crime groups. 

The analysis of financial accounts, this can be an important source for reporters, but what is 
available from public documents (largely through business registries) is limited compared to 
the reams of bank transfers available to police.

As we will see later, it is, however, sometimes possible to obtain financial records collected by 
law enforcement through Freedom of Information requests. 

Finally, sources or whistleblowers, often called “informants” in the world of law enforcement, 
may be able to document wrongdoing for journalists by supplying information and recording 
wrongdoing – but those cases will be rare and bring huge risks and security issues (see Chapter 
4). 
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While reporters do not have the same scope of tools available to them as law enforcement, 
they do have some advantages.

Reporters do not need to bring a criminal case to court, they may simply report it, and can 
therefore rely on material previously gathered by law enforcement. This can be obtained 
through sources or transparency rules. 

Law enforcement investigations are often closed or shelved through incompetence political 
pressure, and frequently because of a lack of cooperation from officials in another country. 

Even when a case reaches court, vast amounts of useful information collected by law 
enforcement is sometimes ignored by prosecutors looking to streamline their case.  

Journalists can make great use of this material, combining it with on-the-ground reporting or 
documents from several countries to reveal previously unreported organised crime groups, 
political ties, and where dirty money has been laundered, for example. We will see examples of 
this in the following chapters. 

Proving money-laundering for a journalist can be even more complex as it is necessary to 
demonstrate that the funds are the fruit of some illicit activity, and that the same funds have 
been investigated somewhere. We will discuss later how it is more fruitful to aim to expose 
unexplained wealth. 

International collaborations

The reporter’s key advantage over law enforcement is his or her ability to quickly work across 
borders and build international collaboration.

This feature is common to most of the investigations featured in the handbook as international 
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collaborations are often a necessity to properly investigate organised crime.

Unless you know colleagues in the specific countries you are targeting, it is worth plugging 
into one of the international networks for reporters who will be able to put you in touch with 
someone. Balkan Investigative Reporting Network (BIRN), the Global Investigative Journalism 
Network (GIJN), the Organized Crime and Corruption Reporting Project (OCCRP) and the 
International Consortium of Investigative Journalists (ICIJ) are good places to start. 

All major investigations in which I have been involved have benefited hugely from working 
across borders. Sometimes it is the ability to talk to multiple victims in different locations; 
often it is because you are able to collect different documents in different countries, each 
forming a piece of the puzzle.

At the very least, it provides safety in numbers for reporters looking into sensitive and risky 
issues. An international consortium of journalists spread across several countries is a far 
more difficult to intimidate than a single reporter. 

Here is a list of practical steps to organise your international collaboration that I have found 
useful over the years.

1) You need a lead reporter who will pull together all the threads of the investigation, 
organise, set tasks and finally set deadlines. This reporter must be able to summarise 
information for others and guide the project through to its end.

2) Agree the ground rules before sharing data. You do not want misunderstandings later.

3) You will need a means of communicating quickly with people, particularly towards the 
end of the project. The mobile and desktop app Signal is a good option for groups as it 
is secure and easy to use.

4) Different reporters will have lesser or greater roles in the project, so do not assume that 
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every member is reading every message. It may be your priority, but that is possibly not 
the case for others. Consider sending a weekly email summarising achievements and 
tasks, or holding weekly meetings to ensure that all the key points are covered.

5) You will need somewhere to upload and share information. Google Drive is a good 
option for investigations which are not hyper-sensitive. Remember, however, that each 
reporter is a vulnerability, you must ensure that basic safety measures are followed 
such as two-factor log-in.

6) Each country has its own unique combination of costs and benefits. Think carefully 
about how to use the benefits and sidestep the costs. 

 

Chapter 3: Investigating the underworld

The theory set out in this chapter applies to all types of investigative journalism but is particularly 
useful when investigating organised crime.

It will help you plan your research properly, ensure that you set yourself reasonable targets and 
use your time and resources efficiently. 

When you start investigating a theme which is secretive and hidden from view, you imagine a 
world that is deep below the surface of a city, an underworld.

This reimagining of the world is not supposed to explain every criminal interaction, and I am 
sure you will find cases which do not fit this model. However, by splitting your research into 
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three stages – real world, basement and underworld – it will allow you to plan and target your 
research.

The underworld is imagined as a series of interconnected areas, functioning just out of the 
view of everyday people.

The activities of the underworld are often illegal, from drug smuggling to bribery, but sometimes 
are just unethical or contentious – the transfer of arms to problematic regimes or secret 
lobbying of politicians, for example.

You would hardly know it existed were it not that those working there have to resurface to see 
their loved ones, sleep in their silk sheets and drive their fast cars. Many of the top bosses of 
the underworld barely visit it and hold high positions in the real world.

And, of course, some of the underworld’s criminal activities do take place on the surface. That 
could be smuggling or selling drugs, racketeering or prostitution. 

Just below the surface of the real world, you will find the basement/s, directly connected to 
activities and locations in the real world but where some of the secrets of the underworld 
are held. This region is accessible from both the underworld and real world, and it is where 
journalists will find much of their information about the activities of organised crime.  

The real world – on the surface

If you want to understand the activities of the underworld, your first job is to look at what is 
happening on the surface, in the real world.

Examples of these activities include the construction of a building or the purchase of a yacht, 
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a post on Facebook by a crime member or their family, a political donation that is declared in 
official documents or mentioned in a media interview, the creation of a new company, a report 
published by law enforcement, a daytime assassination on a busy street, a court judgment, or 
records of a seemingly legitimate export of goods.

What connects all of these activities is that they are happening in plain sight. They are visible 
from walking down the streets, picking up a newspaper or searching on Google.

Books, articles, TV shows and NGO reports are all great sources of information in the real 
world. They can all provide you with context and snippets of information that will help you build 
your knowledge. These will also help hone your vocabulary, as you cannot truly understand the 
underworld if you do not speak its language.

Different stories will require you to look in different places. For example, when I investigated 
the movements of weapons from Eastern Europe to Syria, I spent a lot of time looking at 
unusual cargo flights. 

It is very difficult to hide a vast Russian Ilyushin-76 on the tarmac of Belgrade airport. Watching 
these being loaded, the cargo companies involved and their destinations provided important 
clues to what was happening in the underworld.

We also spent time looking at publicly available arms transfer reports and social media posts, 
which provided other pieces of readily available evidence. 

You’ll hear more later about an amazing investigation in Serbia and Montenegro where a 
murderous clan warfare was documented and explained by following obituaries published in 
newspapers. This evidence, available for all to read, nonetheless provided incredible insight 
into what was going on deep in the underworld. 

Each individual piece of evidence will very likely not provide you with sufficient proof to draw 
firm conclusions, but it can give you a good indication that something interesting is brewing, 
and if you are able to spot patterns or collect a number of clues from the surface, this will stand 
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you in good stead for the later investigation.

Importantly, it will also indicate where to research further.

Google searches

Knowing how to get the best out of Google is a key skill for journalists and one of 
the most important pieces of research to carry out in the real world before you dip 
into the basement.

You can read more about the techniques in my guide https://birn.eu.com/wp-
content/uploads/2017/05/BIRN-Manual-Eng.pdf

But here are a few quick tips to get you started:

1) Think before searching. What is your ideal result likely to look like? Is it an official 
report from the US government, a news story in the Iranian media or a photo 
published on Twitter? Craft your use of Google commands, words, language and 
alphabet/script to give you the best chance of finding something helpful.

2) Use the command “site:” followed by a top-level domain like government (gov.*); 
ngo (.org); military (.mil); international organisation (.int) etc.

For example if we enter the following into Google it will give you all reference to 
organised crime on the many Albanian government websites.
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“organised crime” site:gov.al

 
3) Narrow down the type of document by specifying the type of file you are looking 

for. Official documents are often PDFs, while you may be looking for spreadsheets. 
Type filetype: followed by your file of choice such as pdf, or xls (for spreadsheets). 

4) Limit the timeframe by clicking on “tool” to the bottom right of the Google search 
bar and selecting which timeframe you are looking for.

Hypothesis, Minimum and Maximum story

Once you have exhausted the surface-level information, you should now have a 
reasonable idea of what your story is and be able to produce a hypothesis of your 
investigation. That is the theory of what you are seeking to prove. 

You can also work out what your minimum and maximum story should be.

The maximum is what you can reasonably expect to prove if you manage to 
demonstrate all your conjectures, while the minimum is your fallback story if all 
goes wrong.

Usually you will be able to produce your minimum story with the information solely 
gathered from the surface and basement, without dipping a toe into the underworld.

To fully stress-test your plan, it is helpful to break down each claim in your maximum 
and minimum story and list how you are going to prove that with specific documents, 
sources or interviews.
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Explore the basement
 

As your targets travel to reach their underworld and carry out their nefarious activities, they will 
leave further clues.

These are not as obvious as those at surface level and requires more targeted research.

Where you decide to look should be guided by your discoveries on the surface, and it is at this 
stage that you will most likely need to start looking for international partners to help gather 
information in other jurisdictions.

You are, if you like, following your leads from the surface down into the basements.

For example, if the girlfriend of a suspected criminal has been posting photos on Instagram 
of a plush London penthouse, you can now look for official documents related to this and 
potentially ask a collaborator from the UK to help with some research. This could be visiting a 
local municipality for planning documents or speaking to neighbours. 

You might need to ask a police contact for help obtaining a report, or securing unpublished 
court papers, or submit an FOI for emails from a government department you believe holds key 
information. All of this will be guided by what you have gathered in the real world. 

What unites the information at this level is that it is not readily available but can be obtained 
officially and unofficially with relative ease and without approaching any of those within the 
underworld.

At this stage, you can consider carrying out more targeted interviews using the information 
and vocabulary that you have collected along the way. Those in the know are more likely to talk 
to you at this stage as it will be clear that you are well informed. 
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Approaching a source for interview

Before approaching anyone as part of your investigation, you should consider the 
merits and risks of doing so and plan your opening gambit.

1) Is this the right time to approach this person? Will they inform other people of this 
approach? Are there security risks?

2) If it is the right time to approach, you must then decide on the approach. Should this 
be in person, over the phone or email? Think carefully about why the person would 
want to talk to you. When you make first contact be sure to explain to them clearly 
why it is in their interest to speak. 

Often it is enough to pique their interest by explaining that you have gathered some 
important or interesting information.

3) You will often get just one shot at convincing someone to talk so make it count. 
Think about your use of language and demonstrate that you are a knowledgeable 
person who is worth speaking to. 

4) If you are approaching someone in writing, then consider carefully how you would 
feel if your communications are made public before or after the article is published. 
If this happens, your words can be used to damage and discredit you and your work.

The documents you have gathered from the basement level are usually more than 
enough for you to write your minimum story. 
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The Underworld
 

Having gathered information from the real world, rummaged through the basement to obtain 
more detailed and not readily available data, you will have built up a strong understanding of 
your target and the activities of the underworld without even entering it.

Your story will be able to raise important questions and red flags but it will likely lack firm proof 
of criminality.

Many investigations stop here for a variety of reasons, sometimes because they reach a dead 
end or because of security or time concerns. 

To take the next step into the underworld is by far the toughest and most dangerous step and 
should be undertaken with extreme caution. 

You now have enough information to see where your targets are slipping from the real world 
and basements through the manholes into the underworld and, most importantly, what they 
are likely doing there, and with whom. 

It is here you are seeking to obtain information, documents and interviews from the people at 
the heart of the issue you are investigating. 

But by speaking to the wrong person, you risk alerting the wrong people and potentially putting 
your story and yourself in danger.

That is why you need to carry out detailed research in the first two tiers first so that you can 
make your approach. 

Any approach made must have safety in mind. For example, if it becomes known you are 
writing an article about a potentially dangerous individual, it is essential that this person knows 
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the work is being carried out by a group of reporters. 

If you are entering the underworld, you will often be cultivating a whistleblower at this stage, 
and their safety should also be taken very seriously (See chapter 4)
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Chapter 4: The cyber-crime whistleblower

Lessons learned: Questions for a whistleblower - verifying the information 
- Whistleblower safety - Company records from offshore - Website analysis 
for clues

A vast criminal industry has emerged in recent years, harnessing the power of communications 
and the web to market fake investments to vulnerable people across the world from the comfort 
of a call centre.

A whistleblower from inside one of the operations provided a window into this world to the 
Swedish newspaper Dagens Nyheter, which then teamed up with OCCRP to expose the network.

The investigation was unusual in that it revealed serious allegations of criminality against a 
previously unknown network.

This came about because a whistleblower approached a reporter and was willing to collect 
material and undercover footage. 

While it highlights the value of having a whistleblower, the use of a source like this raises a 
number of issues that we will look at in this chapter

The investigation also used a number of unusual and useful open-source techniques, which 
we will detail.
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Key questions for whistleblower 

Journalists are often forced to rely on material previously collected by law enforcement.

One way in which journalists can compile enough evidence to expose a new group allegedly 
involved in criminality is through a whistleblower. 

An insider can offer journalists information and tips, documents, communication and, as in the 
present example, undercover footage.

But the use of a whistleblower comes with important ethical and practical baggage, including 
ensuring the safety of the person providing you with the information and assessing the 
information they provide.

Clearly there are vast differences in cooperating with a low-level individual unwittingly drawn 
into white-collar crime, as in the present example, and a mobster involved in the violent world 
of international cocaine smuggling.

So there are no hard and fast rules on how to handle such cases. Each should be carefully 
assessed with your editor and, potentially, a lawyer.

Here are some useful questions drawn from experience working on the Fraud Factory on 
some preliminary issues to resolve with a whistleblower before embarking on a full-scale 
investigation.

1) What is the whistleblower’s incentive to speak out and how does that affect the credibility 
of the information? 

Whistleblowers will always have their own motivation. Some will want to right a wrong, 
others could be looking for revenge, and in some cases the motivation is unclear. The 
motivation must never be financial. You must do your best to assess what is pushing 

https://www.occrp.org/en/fraud-factory/
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the person to speak out and how that could cloud the information being provided. 

2) Can the whistleblower provide documents or correspondence to support their 
allegations?

3) If it is safe, will the whistleblower provide undercover footage or recordings?

4) Are there other individuals inside the group willing to corroborate the claims?

5) Will the whistleblower also provide the information to law enforcement or a regulator 
body to investigate?

6) Is the reporter committing any offence by associating with the whistleblower?

7) How can the reporter be sure that all the information provided is accurate?

8) How can the reporter keep the whistleblower safe?

Verifying the information

Reporters must triangulate the information being provided by a whistleblower to ensure it 
presents a fair picture and is accurate. 

Journalists should be aware that they could be used as a tool to push fake information and 
therefore need to carefully consider all material.

Whether this is an individual document or a database of millions of company shareholders, 
you will need to craft your own verification process.

In the case of the Fraud Factory, this works was carried out using the following methods:
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1) The whistleblower provided hundreds of names of alleged victims spread across the 
world. OCCRP and DN set about building an international team of journalists who 
tracked down the victims to confirm whether or not they had indeed lost money. When 
the victims confirmed the information, not only did this provide cast iron proof that the 
allegations were true, it also exposed the global nature of this alleged fraud and told the 
harrowing stories of its victims.

2) The whistleblower’s allegations about who was behind the scheme were backed up by 
social media posts, which confirmed the presence of these same individuals at business 
events. These also allowed reporters to find other linked individuals.

3) Undercover recordings, social media postings from employees and documents provided 
by the whistleblower all supported the same conclusions.

4) Analysis of the websites and payment platforms used by the call centre showed that 
the brands the whistleblower alleged were being used in the call centre were indeed 
connected.

Whistleblower safety

A journalist must take care not to put their source in danger and, in some cases, may consider 
providing help.

In the case of the Fraud Factory, the Swedish newspaper DN planned for the whistleblower to 
leave Ukraine in advance of any contact with the targets of the story. 

It provided him with help in settling into an undisclosed location and liaised with the police to 
ensure that he was kept safe. It also helped liaise with the police to ensure he was placed on 
the Swedish witness protection scheme.

Reporters should pay particular attention to electronic communications with their source.
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Not only should communication be carried out through encrypted channels such as Signal, 
with disappearing messages, but it is extremely unwise for a source to have any trace of the 
reporter’s number on their phone. 

It is better for the reporter to have a burner number and to be careful not to confirm their 
identity until they are sure who they are speaking to. 

Company records from offshores

While it is often impossible to find out the real owner of an offshore company by applying for 
information directly to a secrecy jurisdiction like the British Virgin Islands, it is sometimes 
possible to bypass this dead-end by looking at related companies in more transparency-friendly 
locations.

In the case of the Fraud Factor, while many of the investment websites were tied to firms based 
in tax havens where little to no documents were available, these were also linked through 
ownership structures to firms based in Bulgaria – perhaps to provide the legitimacy of an EU 
office. The good news was that the official Bulgarian company documents, available online 
with the help of some searches in Cyrillic script, provided original registration documents 
which often included the beneficial owner and directors in offshore locations.  

Website analysis for clues

Each brand operated by the Fraud Factory had its own websites and therefore potential sources 
of information.

Websites can help to determine companies and individuals involved in a criminal activity and, 
importantly, links to other firms and people. 



39

Your initial search should be for basic data, which includes information about who registered 
a specific website.

There are many online sources for this and websites come and go. Unfortunately the most 
reliable, providing the most useful information, are paid-for.

We used Riskiq for this particular investigation. Alongside the basic data, it also provides 
additional ways of linking websites in a variety of useful and clever ways. 

We also carried out our own more detailed analysis of the code embedded on specific 
webpages.

You can do this by right-clicking on the relevant page and selecting “view source code”. 

Contained within the source code, we not only found a list of all the affiliated websites but also 
the offshore companies which operated each webpage.

We were also able to determine which firm was processing payments for investments on the 
webpages by looking at the code, which was critical to the reporting.

If this all sounds too complicated, ask an expert to help. It is worth the effort and there are 
many friendly ethical hackers and coders who are willing to lend a hand.
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Chapter 5: Investigating money-
laundering  

Lessons Learned: Aim to prove unexplained wealth, not money laundering - 
Look for Family and Friends of Target - Banking records offer a goldmine of 
info - Collect property records - Track luxury clothes, handbags or watches 

The “White Houses” complex built by the company “FZ Construction” owned by the 
family of Fejzo Zekaj. Photo: Facebook 
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Luxurious villas, superyachts moored in sun-soaked marinas, high-end cars parked outside 
the hippest restaurants in town and trophy businesses such as football clubs and television 
stations – these could be indications of the activities of organised crime groups.

These are the signs that something is going on in the real world, open for all to see, fuelled by 
criminal machinations in the underworld. 

At some point, dirty cash needs to surface through money laundering, either in terms of 
investment or spending. That’s why it is an efficient use of journalistic resources to look at 
these easily visible signs rather than staring into the murk of the underworld.

The case is even stronger as these forms of spending are often associated with paperwork 
which journalists can readily access, such as ownership documents or company registrations; 
this is what we discussed as being held in the “basement”. 

Even if there is no trail of public documents, members of organised crime groups and their 
acolytes will often find the lure of social media boasts too strong and post photos of their 
newly purchased assets. Smart reporters will keep an eye on these types of accounts for clues. 

In his report for BIRN Albania, Elton Qyno went hunting for information related to a man allegedly 
convicted of drug smuggling in Italy, discovering that he was behind a series of major luxury 
developments around Albania’s capital.

The article doesn’t prove money laundering; that would be a job for a prosecutor with access 
to banking transfers. 

But what the piece does is raise important red flags about these investments and questions 
for the authorities in Albania.

https://www.reporter.al/2016/05/09/prej-12-vitesh-i-kerkuar-nga-italia-i-denuari-per-droge-ben-sukses-ne-shqiperi/
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Two-step approach to money-laundering investigations

Exposing money laundering is especially tricky as it involves establishing two crimes. 

First, you need to prove that the money is dirty; in other words, that it is the proceeds of some 
sort of criminal act, whether that is bribery, fraud, drug dealing or human trafficking. This earlier 
offence is known as the “predicate crime”.  

Then, you must establish that the money from the criminal act was knowingly laundered.

Demonstrating both, given the documents available to reporters, is extremely difficult. 

That is why the UK’s National Crime Agency (NCA) uses new powers to seize, which allow 
seizure of “unexplained wealth”, without the need to prove that the money was obtained illegally.

This is also a much more realistic approach for journalists who are able to use documents to 
demonstrate someone’s official earnings, or suspected illegal gains, and contrast it with their 
actual wealth.

This could be a villa, a luxury watch, car, yacht, private jet or just a lavish lifestyle. 

This is not just a useful approach to reporting on organised criminals, but also on public officials 
whose earnings and wealth are usually public, as they are in Albania.

Elton Qyno’s investigation uses exactly this two-set approach. It does not set out to prove 
money laundering took place but raises serious questions about the origins of funds used to 
invest in specific luxury investments.  

He had kept an eye on the activities of businessman Fejzo Zekaj for some time and was 
aware of allegations that he was building luxury villas in the suburbs of Tirana through a firm 
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registered to a relative.

But it was only when he discovered that Albanian police had arrested and then released Zekaj 
using an Italian arrest warrant for heroin smuggling that he began looking more carefully into 
the case.

Police sources provided him with the prosecution documents related to the Italian case against 
Zekaj and to an earlier, aborted, money-laundering investigation in Albania.

He also found that a number of developments in the Tirana area had been built by Zekaj’s 
family.

Bringing together the criminal cases against Zekaj and his family’s vast investments in Tirana 
raised questions about the origin of the funds. (Zekaj’s lawyer Ardian Visha said that the Italian 
court verdict was suspended. “In any eventuality we will follow the legal route,” he underlined.)

Qyno recommends reporters to look into the activities not just of the specific target but also of 
family members and friends.  

He added that journalists should keep an eye on the use of fake loans which appear to be the 
source of an investment but are really just a smokescreen for dirty money. 

Monitoring the leisure activities of your target is also important, Qyno explains.  

“If you see a high or low-level politician who constantly goes to a business or restaurant 
managed by an element of organised crime, for a journalist this should serve as an indication 
to investigate further about the frequent visits, their purpose, and common interests that may 
link the politician to the element of organised crime,” he says.



44

Investigating your target’s wealth:

In order to prove unexplained wealth, you need to find the wealth. Here are some examples of 
where you can find it.

Banking records

Money in a bank account is obvious proof of wealth.

Banking data is difficult to obtain as, obviously, it is kept secret. But records are sometimes 
leaked. See the FinCEN Files investigation carried out by ICIJ, for example.

Court cases can also provide a trove of additional transactions. For example, OCCRP and 
partners investigated the network of the international money-launderer Reza Zarrab, collecting 
documents which formed part of the New York case against him.

Beyond the narrow prosecution process which focuses on securing a conviction, the prosecution 
cases often include vast amounts of additional information. In this case it included a trove of 
transactions, which suggested that Zarrab’s money-laundering network went beyond Turkey 
and Iran to include China and Russia. 

These transactions were obtained by submitting Freedom of Information requests and the US 
online court system, PACER.

When BIRN investigated the controversial deal broker Damir Fazlic’s ties to Sali Berisha back 
in 2014, documents from the aborted Albanian investigation into Fazlic provided hundreds of 
transactions between a variety of important figures which prosecutors had ignored.

Maintaining a wide network of sources in law enforcement is, of course, key to reporters 

https://www.occrp.org/en/how-iran-used-an-international-playboy-to-launder-oil-money/
https://balkaninsight.com/2014/08/12/power-games-damir-fazlic-controversial-deal-broker/
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working in this field, but this takes time to build up. The Zarrab case shows that you can also 
secure highly significant information through official means, available to all reporters.  
 

Property records

Many countries make land records and their associated loans/mortgages public. Some, such 
as Montenegro, will even provide original documents - signature, stamps and all. 

The UK allows people to buy records online, but more documents are often available directly 
from the Land Registry. 

In Albania, unfortunately, this is not the case, so other approaches are required to determine 
ownership. It is possible, however, to search for planning permits which will likely provide 
important clues about the owner through this database: https://planifikimi.gov.al/. 

Homes are not the only property used to sink dirty money. Ships and planes also swallow 
up vast amounts of cash. In many countries, the ownership of ships and planes is publicly 
available. 

You can find a list of potential sources here: https://id.occrp.org/databases/

Photos of luxury clothes, handbags or watches

If you got it, flaunt it, so says the dictum. And it is by this maxim that many of the super-rich 
and their families live their lives.

Unfortunately for them, it does open them up to questions about the origin of their wealth. 

https://planifikimi.gov.al/
https://id.occrp.org/databases/
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Take a look at these examples from the BBC and how they reported on unexplained luxury 
goods https://www.bbc.com/news/blogs-trending-33760030

With some luxury items costing more than a home, these can be important clues for a reporter.

Albanian organised crime money-laundering methods

Tony Saggers, former head of drugs threat and intelligence at the UK National Crime 
Agency, provided a list in 2019 of suspected money-laundering methods used by 
Albanian groups. The report was an assessment for the European Monitoring Centre 
for Drugs and Drug Addiction.

• Dubai in the United Arab Emirates is a money laundering hub for Albanian-speaking 
OCGs.

• Companies in Greece are used to conceal the movement of cash value and goods 
to Albania.

• Chinese money launderers have been used in the United Kingdom by Albanian-
speaking OCGs to transmit cash value to Latin America.

• Money service bureaus (MSBs) in the United Kingdom are corrupted to exchange 
high volumes of pounds sterling into euros, with many examples of hundreds of 
thousands being found with each ‘cash courier’.

These MSBs are licensed to exchange and forward cash and are monitored by Her 
Majesty’s Revenue and Customs (HMRC), but examples are found of this service 

https://www.bbc.com/news/blogs-trending-33760030
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being provided without audit trails, to assist in hiding high volumes of organised 
crime proceeds. 

• Cash is smuggled out of the United Kingdom in commercial vehicles, via east and 
south-east coast ports, to the Netherlands directly, or via France. 

•Within the Netherlands, addresses used to consolidate cash have been discovered, 
with ledgers that demonstrate that millions of euros and pounds sterling in cash 
have been received over prolonged periods, processed and moved on. 

• It is commonly reported that proceeds from cocaine (and other illicit activity) are 
reinvested in property and building projects in Albania and used to influence and 
fund corruption.

  

Chapter 6 - US and Italy - Delving into 
court documents

Lessons Learned: How to secure Italian law enforcement documents - How to extract 
information from the US court system  

The story of Dritan Rexhepi, who allegedly has escaped jail more times than the notorious El 
Chapo, reads like a Hollywood blockbuster.

Not only is Rexhepi a remarkable central character to the story published by BIRN’s reporter.

https://balkaninsight.com/2021/02/19/undisputed-capo-the-albanian-behind-a-cocaine-pipeline-to-europe/
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al and Balkan Insight in February 2021, it is one of those rare articles that lifts the lid on the 
workings of Albanian transnational cocaine trafficking.

As reporter Elton Qyno admits, however, much was already known about Rexhepi and his 
“Kompania Bello” prior to publication.

So the article’s strength did not lie in exposing a new organised crime group or revealing 
specific ties to politicians. It lay in setting out clearly the scale, scope and mechanics of such 
a group – as well as the many failed attempts to bring him to justice. In essence, the article 
provided much needed context.

Key documents – Italian court reporting

The most critical document used by Qyno to detail the workings of the Kompania Bello group 
was the prosecution material from the Florence prosecution office.

The investigation started in the Italian city after a random discovery during a vice bust. This 
set in train what EUROPOL described as an “international operation involving judicial and law 
enforcement authorities in eight countries”. This, it continued, then “resulted in the takedown 
of one of Europe’s most active Albanian-speaking cocaine trafficking networks in Europe”.
 
As with most international investigations, material is often shared across borders. And it 
was through sources in the Albanian system that Qyno was able to secure the key Italian 
prosecution documents.

Journalists should carefully consider where the documents involving police, prosecution and 
court are being held, including which individuals, departments and countries, and who is most 
likely to help them.

Some public officials are happy to talk, others less so. In some countries, there is a tradition of 
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collaborating with the press, in others it is illegal. Take the path of least resistance and target 
those most likely to provide you with the information.

Regarding access to public documents, countries can range from the extremely transparent, 
such as the US, to the extremely non-transparent, like many European countries. 

You should develop a plan, looking for the most likely source of information.

In Italy, where many important court cases involving Albanian criminals have been, and will be, 
heard, the Investigative Reporters Project Italy, which has built a reputation for investigating 
organised crime, says different approaches are worth considering.

Lawyers involved in a case and the prosecutor will sometimes provide documents.

Sometimes the police can also be helpful, although IRPI points out that a recent law change 
means that technically only the prosecutor can share information, although not documents.

IRPI’s experience is that smaller prosecution offices are more likely to be helpful than larger 
ones in bigger cities.

If you need help investigating an Albanian case in Italy, you can get in touch with their team at 
info@irpi.eu 

Group America – Treasure trove of US court records

Few outside law enforcement had heard of Group America before OCCRP and its Serbian 
member centre’s KRIK and Czech-based investigate.cz exposed the remarkable workings of 
Group America, a transnational organised crime gang. 

Reporters gathered thousands of pages of confidential police reports, interviewed law 

https://www.occrp.org/en/group-america/


50

enforcement officials and one even dressed as a prostitute to visit a key figure in a Peruvian 
jail.

But not all the information was obtained through such ingenuity and the use of extensive 
sources in police enforcement dotted across the world.

A key piece of information was gathered through the online US court records, PACER.

The US has by far the most extensive online court record system, which is a gold mine for 
reporters. 

KRIK’s editor Stevan Dojčinović said they uncovered, and continue to find, extremely useful 
information about the group through publicly available information in the online US court 
system.

He added that there is often good material in less obvious court hearings, such as discussions 
about bail, and reporters should read through all the material available.

In the case of the Group America investigation, it was the lack of information about a case that 
piqued his interest.

One of the gang’s key figures had been indicted in 2003, leaving a trace on PACER, but 
inexplicably the case remained open and the documents remained secret. 

One possible explanation that was looked at was that the defendant had struck a deal with law 
enforcement. Further information gathered through interviews and Pacer also pointed in that 
direction.

Dojčinović added that on top of the PACER material, reporters were eventually able to collect 
official and unofficial information from law enforcement offices across the globe, including 
Serbia, Greece, Peru and Italy, but only after they had thoroughly researched every aspect of 
the group. 
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Reporters often knew far more about the gang than individual police forces, who tended not to 
look beyond their own borders.

The lessons here are: first, if you want to convince law enforcement to speak to you, do your 
homework, collecting all readily accessible information. Second, piece together parts of the 
jigsaw from across the globe, starting with whatever is readily available.  

Access to US Court documents

All journalists should have access to PACER, the US court system. It requires a login and 
a credit card, which can make this complicated, but find a colleague who can help. BIRN 
Albania is happy to step up if you need a hand.

The search function in PACER allows you to look just for the names of those involved in 
the case. It is worth thinking of how their name will be spelled in Anglicised form as there 
can be different options.

Thanks to a not-for-profit project many documents from PACER are now available for 
free at https://www.courtlistener.com/recap/ and it is also possible to search for terms 
found inside court documents – a huge bonus. This is a good place to start in order to 
determine whether something is of interest for you in the US court system.

One last point to remember is that some lower-level county courts are not included in 
PACER but are still available online. If you know that your target has a presence in the US 
and you know where they live, check out the local court’s website for cases.

Last, while PACER provides mountains of documents for complicated cases, invariably 
not all the prosecution material is available to download. If your case is concluded, you 
can apply using Freedom of Information laws for the complete case file.  

https://www.courtlistener.com/recap/
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Chapter 7: Smoke and mirrors deployed 
to hide Montenegro and Albania’s shady 

cigarette deals 

KEY LESSONS - Understand your subject matter - Use Import Export data - 
Think About trademark documents - Use Social Media to find key associates

A worker stands outside the Podgorica cigarette factory with a packet of Cleopatra 
with Egyptian health warnings (Copyright ARIJ).
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The fates of Montenegro and cigarette smuggling became intertwined in the 1990s when, 
amid the collapse of Yugoslavia, the business propped up its dwindling profits with illicit cargo 
sped across the Adriatic to Italy. 

Then, as a new century got into its stride and the country secured independence, the world was 
swept by images of sparking coves above towering mountains and tourism money poured in. 
It was all too easy to believe that Montenegro’s days as a smuggling hub were over.  

But in 2010, something unusual started to happen. In dribs and drabs, information began to 
surface about a state-run factory producing exotic cigarettes called Cleopatra, Egypt’s most 
popular brand, but with no appeal beyond Egypt’s borders. 

Other reports suggested that a “free zone” in Montenegro’s main port was being used as a hub 
for smuggling cigarettes into the EU. 

The multitude of brief news reports did little to explain what was really going on, so BIRN, 
Podgorica-based Dan newspaper and Arab Reporters for Investigative Journalism joined 
forces to investigate further.

The investigation used customs documents obtained under FoI requests from Montenegro, 
court documents from Greece, Facebook, leaked customs emails and trade data. 

Not only did the series reveal who was behind the production of the mysterious Cleopatra 
and why they were doing it, it exposed how an Albanian factory was also churning out vast 
quantities of apparently counterfeit Egyptian cigarettes. And it detailed how Montenegro had 
indeed become a nodal point in the smuggling of cigarettes into the European Union.  

As is often the case with these investigations, reporters were unable to prove new criminal 
activity or the involvement of organised crime, but helped to explain a highly suspect industry 
and raise a series of questions about a series of individuals. 
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Mystery of Cleopatra - Understand your subject

While following the money and trying to uncover offshore ownership were important in this 
investigation, the first step was to understand how the cigarette market worked; what was the 
legal, grey or black market; and what role a country like Montenegro or Albania played in it.

This allowed reporters to come up with a reasonable hypothesis of why Cleopatra cigarettes 
were being produced in Podgorica and then exported to Libya.

In Egypt, a recent tax rise had meant that the potential profits from smuggled cigarettes had 
also increased. Higher taxes mean a bigger margin for cigarette smugglers.

In Libya, lawlessness had made it a safe haven for a range of criminal activities including 
cigarette smuggling. Online articles in Arabic and YouTube videos showed vast quantities of 
Cleopatra cigarettes had been seized, often being smuggled across the border to Egypt.

From YouTube

https://balkaninsight.com/2018/12/11/copying-cleopatra-the-cigarette-made-in-egypt-via-montenegro-12-10-2018/
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Related to trademarks, research revealed that protection of intellectual property, such as 
cigarette brands, is far more complicated and fractured than one might expect.

For example, although Cleopatra was Egypt’s bestselling brand, it had little presence abroad, 
so its creator and producer, Eastern Company, had either not registered the brand or had failed 
to maintain the 10-year trade registration in many countries. 

Thus, you could theoretically produce Cleopatra cigarettes for the Montenegrin market once 
you had registered the trademark there, even though there was no local market. The issue in 
this case was that the cigarettes were bound for lawless Libya.

All this information and a review of various reports on cigarette smuggling led to the conclusion 
that the major producers’ attempts to stifle counterfeits of their brands had pushed the black 
market into two other areas - the questionable reproduction of less well protected brands such 
as Cleopatra and the production of “cheap whites”, which mimic the style of well known brands 
while not infringing copyright, for smuggling into duty-heavy countries such as the UK.

This research, all of which was carried out very much in the “real world”, provided the framework 
for the investigation. It revealed a reasonable hypothesis of what was going on - that cigarettes 
were being produced in a state-owned factory in Montenegro using a legal loophole before 
being shipped across to war-torn Libya where they could be smuggled across the border into 
Egypt, where the brand had widespread appeal. And all this was made possible because of tax 
rises on cigarettes in Egypt.

In conclusion, read books, reports, news articles in a multitude of languages (Google translate 
can help most of the time) before embarking on a complex investigation.  

Remember that information is often siloed by country and language, which means that 
reporters fail to see the bigger picture, thus providing opportunities for hardworking reporters 
collaborating across borders.   
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Speak to experts. Each field will have academics or researchers who will be able to provide 
invaluable background. 

This type of research is not difficult, albeit sometimes time-consuming, but is critical if you 
intend to shed new light on a subject and convince serious players to talk to you. 

Import-Export data – a window into global trade

Customs data can provide hugely useful clues for investigative journalists.

In the case of this cigarette investigation, information provided by the Albanian government to 
the UN’s database Comtrade gave the first indication that the production of Cleopatra might 
not be the preserve of Montenegro.

Reporters did this by looking at which countries were reporting cigarettes to Libya, revealing 
a previously unreported export route from Albania to North Africa, which had recently been 
opened up.

This was just one part of the puzzle, but it did provide the impetus to begin digging into what 
was being produced in Albania and why it was going to Libya. It was, as mentioned in earlier 
chapters, a street-level, real world indication of strange activities in the underworld.

Reporters used the UN Comtrade (https://comtrade.un.org/) which allows you to search 
globally for imports and exports.

https://comtrade.un.org/
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Commercial databases 

As well as general trade data on the quantity of products imported and exported available 
through Comtrade, Eurostat or the data and statistical agency of individual countries, for 
some jurisdictions more detailed information on specific shipments are available.

These include the US, some Latin American countries and Russia. 

The information is collected by companies such as Panijva and usually needs to be paid 
for, but the data can be extremely helpful and is worth the cost. This often includes the 
name of the ship, detailed information on what was in the shipment, and the companies 
involved at either end.

In a recent investigation by OCCRP looking at Albania’s biggest cocaine seizure, data from 
Ecuador and Colombia showed how the firm behind the intercepted haul had earlier been 
involved in dozens of other similar shipments https://www.occrp.org/en/investigations/
albanian-drug-suspects-banana-bonanza

  

EU trademark

The EU has a remarkable database of trademark applications with original documents available 
for reporters to review. 



58

This provides a real treasure trove of documents for reporters looking for clues about the 
ownership of companies and who is behind the production of certain products. 

In the Cleopatra investigation in Albania, it allowed reporters to bypass offshore secrecy and 
find the owner of a British Virgin Island’s company. 

https://euipo.europa.eu/eSearch/

Use Facebook

A range of official company documents obtained from the UAE, Montenegro, Kosovo and other 
jurisdictions all pointed to the role of a Greek businessmen in the mysterious firm producing 
Cleopatra in Montenegro, Liberty FZE.

But it was a careful review of a number of Facebook profiles that showed a number of other 
linked figures, including a significant player in the Greek tobacco world with a controversial 
past and political ties in Montenegro.

Further research revealed the Facebook profiles of a number of workers at the factory, including 
photos of North African brands being produced there.

This alone was not enough to demonstrate any firm links, but social media, and in particular 
Facebook, were instrumental in understanding the network of people officially, and unofficially, 
collaborating with Liberty FZE.

https://euipo.europa.eu/eSearch/
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Chapter 8: How obituaries helped exposed 
a gang warfare

Lessons learned - look for obituaries and other signs of trouble in the underworld - 
The value of providing context to organised crime reporting

Daylight assassinations on the streets of Serbia and Montenegro’s cities did not go unnoticed 
in the daily press.

But, as the bodycount mounted in what was clearly an outbreak of gang warfare, reporters at 
Belgrade-based KRIK wanted to chronicle the full scale of the conflict and explain what was 
really going on.

Without access to wiretaps and the apparatus of state intelligence, how could reporters 
differentiate between acts of cold-blooded revenge by a hardened organised crime group and 
crimes of passion?

Obituaries

Journalists turned to an unusual and innovative source – obituaries published in national 
newspapers. 

https://www.occrp.org/en/balkan-cocaine-wars/a-war-between-montenegrin-cocaine-clans-engulfs-the-balkans
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These were the street-level, real-world activities, which everyone could see if they chose to 
observe, indicating trouble below the surface.

Using media and official sources, such as police press releases, journalist Bojana Jovanović 
began to survey these obits, looking for clues as to the identity of those who had lost their lives. 

These notices proved invaluable. Not only did they reveal connections between underworld 
figures by showing in black and white who was mourning and passing of whom, but they also 
provided dates of birth, vital for journalists seeking to confirm identities, and included often the 
only public photo of a murdered individual.

In total, she discovered that more than 40 people had lost their lives as part of the warfare, far 
more than had ever been revealed before.

Some of the major players had as many as four-page obituaries, she explained, providing an 
extraordinary wealth of information.

These are available in Montenegro, Bosnia and Herzegovina, North Macedonia and Serbia in 
set newspapers.

Providing the context

While the investigation provided new and troubling revelations - including photos showing 
President Aleksandar Vucic’s son and controversial figures - it, more than anything else, was 
able to explain to the public the context behind these murders.

“Context - that was what was important,” said Bojana. “There was some new and exclusive 
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information but nobody had put all the information together.”

Alongside the material gathered from publicly available sources such as the obituaries, 
reporters also used their sources in law enforcement to obtain documents and videos related 
to the cases. 

These also helped show how police, politicians and football hooligans worked together in the 
underworld.

The trail also led abroad, with cases in Spain, Germany, Austria, the Netherlands, and Greece, 
revealing the international nature of the gang warfare and requiring journalists to collaborate 
with other reporters.

Chapter 9: Physical and digital security

Journalists are threatened, attacked and even murdered for their work, and investigating 
organised crime poses even greater risks than average beat reporting.

It is, therefore, essential that reporters do not go blindly into any assignment, assuming that 
everything will be fine.

Sometimes attacks can come without warning, meaning that reporters must think about 
safety from the very start of the investigative process and put in place a range of measures to 
mitigate the risks to you and your colleagues. 

The first and most important step is to carry out a risk assessment ahead of time outlining the 
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key risks and how they will be handled.

Carrying out a risk assessment

A risk assessment is the first and most crucial step in deciding how to approach an investigation 
according to BIRN Albania.

Reporters should carry this out with their editor and should keep it updated over time. Changes 
in situations - elections, war, crime or weather - can all quickly make a situation riskier. 

The Rory Peck Trust, which specialises in helping freelance journalists, writes: “Start working 
on a risk assessment from the beginning of your project and integrate it into your planning 
routine. 

“Treat it as a friend and companion throughout your assignment, not just to keep you and your 
team safe, but also as a useful checklist to ensure you have thought about and prepared for all 
practical and editorial requirements of a project.”

The Trust has further information and templates for a risk assessment available online at 
https://rorypecktrust.org/freelance-resources/safety-and-risk-assessment but this material is 
most suited for those travelling abroad on a risky assignment rather than a reporter who is 
toiling away from his hometown for many months investigating an organised crime group. It is 
a useful base though, for those thinking of designing their own assessment.

The Organized Crime and Corruption Reporting Project OCCRP has a detailed protocol for 
reporters and editors to keep staff and freelancers safe.

It also insists on a risk assessment which looks at the potential impact of a potential event – 
from murder to a smear campaign – weighed against the probability of it occurring. 

https://rorypecktrust.org/freelance-resources/safety-and-risk-assessment
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These factors should be assessed following conversations with colleagues, NGOs, friendly 
sources in law enforcement or the criminal underworld (both to be treated with extreme 
caution).

It goes without saying that the group or individual targeted in the story will likely not want to 
see the article published, but it is your job to assess what they may do to prevent or influence 
publication and to mitigate those measures.

Mitigation measures can be taken in the research phase, in the writing and framing of the story, 
and after publication.

Here are some important mitigation measures:

1) Act professionally and politely, no matter who you deal with.

2) Ensure sensitive stories are checked even more thoroughly than usual – not just for 
facts, but also for tone and content. Avoid sensationalism and unnecessary references 
to family, unless necessary.  

3) Unless there are specific safety considerations, ensure that anyone facing allegations 
in the article receives a comprehensive list of questions and a summary of the key 
findings well in advance. This period can be shortened for safety reasons. It is better 
that those mentioned in a forthcoming article are not surprised at its content when it 
is published. Surprises can produce a harsher reaction and leave you more open to 
suggestions of bias. 

4) Spread the burden. It is helpful for the targets of the story to understand that a team of 
reporters and editors are working on the investigation. An individual is far more open to 
pressure, intimidation and violence than a team. Colleagues and superiors can be used 
to deflect some of the unwanted pressure up the chain.
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Besar Likmeta, editor at BIRN Albania, who has extensive experience in publishing articles 
related to organised crime, advises junior reporters to team up with more storied, better-known 
colleagues. 

He points out that experienced reporters with a good reputation for balanced work will provide 
a degree of protection.
Following publication, it is best not to be drawn into online slanging matches which are often 
initiated by trolls, Likmeta explains.

“Also, avoiding political statements on the internet and social media helps create a distance 
with the partisan climate of party surrogates and trolls,” he adds.  

OCCRP’s guidance notes that potential surveillance of reporters can indicate an immediate 
threat, and action should then be taken quickly, involving editors. 

Online security 

Organised crime groups can and will use digital tools to gather information about you and try 
to compromise your safety.

Although digital security is well covered by a host of other online guides that you can find 
summarised here by the Global International Journalism Network (https://gijn.org/digital-
security), here are a few key tips to get started:

1) Be careful what you post online. This can be used against you to discredit your work and 
as a precursor to surveillance. Watch out for new “friend” requests during a sensitive 
investigation.

2) Signal remains the best communication app, taking into account simplicity and security. 

https://gijn.org/digital-security
https://gijn.org/digital-security
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Set your messages to disappear.

3) Phishing attempts can be crude but also sophisticated. Have your wits about you when 
opening emails and apply a healthy dose of common sense. Don’t open attachments 
you are not expecting.

4) Remember that messages leave a trace on your phone and on the phone of the person 
you are communicating with. It is your responsibility as a reporter to consider the safety 
of your source. Think ahead about what would happen if the phone ended up in the 
wrong hands. Consider using a burner phone.

5) If you are working in a group, your digital safety is as good as that of the least safety-
conscious member. By that I mean, if one of your members reuses their passwords, or 
isn’t deploying two-factor identification, he or she can put the whole group at risk.
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